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(571 ABSTRACT

A system is disclosed for determining the authenticity
of computer software when used with a main processor
unit. The software is stored in an external memory
which may, for example, be in the form of a ROM
cartridge, floppy disk or the like. The main processor
unit is operated according to a program contained in the
external memory. To verify that the external memory 1s
authentic, duplicate semiconductor devices, for exam-
ple microprocessors, are separately mnounted with the
external memory and in the main unit, respectively. The
semiconductor associated with the external memory
device acts as a key device and the duplicate device
mounted in the main unit acts as a lock device. The key
device and the lock device are synchronized with each
other, executing the same arithmetic operation accord-
ing to the same program. The resuits of these operations
are exchanged between devices, and compared. If the
results agree, the external memory is determined to be
authentic and the main processor unit is allowed to
operate; but if the external memory is determined to be
false (not authentic), the main unit is left in a reset (dis-
abled) condition.

13 Claims, 10 Drawing Sheets
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SYSTEM FOR DETERMINING AUTHENTICITY
OF AN EXTERNAL MEMORY USED IN AN
INFORMATION PROCESSING APPARATUS

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a system for deter-
mining authenticity of software in an information pro-
cessing apparatus. More specifically, the present inven-
tion relates to a system for determining whether soft-
ware contained in an external memory, for example,
ROM cartridge, floppy disk or the like, is authorized for
use with a main processor unit.

2. Description of the Prior Art

Conventionally, such information processing appara-
tus are known wherein an external memory is loaded in
a main processor unit and the main unit executes a pre-
determined program sccording to software contained in
this external memory. One example of such a data pro-
cessing apparatus is the “Nintendo Entertainment Sys-
tem (trade mark)" manufactured and sold by the as-
signee of the present application. In that system, a ROM
cartridge (external memory) is loaded into the main
processor unit, the main unit is connected to a television
receiver, and thereby various games can be enjoyed on
the screen of the television receiver. A large number of
software programs (ROM cartridges) are available for
use in such information processing apparatus. However,
such authentic software programs are subject to being
imitated and counterfeited and it Is desirable to provide
a system that enables data processing of only authentic
program cartridges.

SUMMARY OF THE INVENTION

Therefore, a principal object of the present invention
is to provide a system capable of determining suthentic-
ity of software contained in sn external memory which
is employed together with a main unit in an information
processing apparatus. As used herein, authentic means
that the sofiware is genuine and authorized for use in
the information processing apparatus.

Another object of the present invention is to provide
a system for both determining authenticity of software
contained in an external memory in an information
processing apparatus and enabling data processing in
accordance with such software only when it has been
determined to be authentic.

An information processing apperatus in which the
present invention may be used comprises a main proces-
sor unit and an external memory removably connected
to this main unit, and wherein the external memory
comprises a program (software) for operating the main
unit. Associated with external memory is an active de-
vice for determining authenticity of the software, and
this active device functions as a key device. Another
active device is installed in the main unit, and this sec-
ond active device functions as a lock device. By cooper-
ation of the key device and the lock device, the informa-
tion processing apparatus is enabled or disabled depend-
ing on the authenticity of the external memory which is
installed in the main unit, and, if enabled. the apparatus
executes a predetermined inforination processing pro-
gram according to software contained in the external
memory.

In accordance with the present invention, the main
processor unit is not enabled unless an authentic exter-
nal memory (software) is loaded, and therefore the use
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of a false (not authentic) external memory can be ex-
cluded effectively.

In a preferred embodiment in accordance with the
present invention, duplicate semiconductor digital pro-
cessing devices are used as the key device and the lock
device. The two digital devices each execute a predeter-
mined data processing program in synchronism. Then.
the lock digital processing device compares the result of
its processing with the result of the synchronous pro-
cessing by the key device. In accordance with this pre-
ferred embodiment, the authenticity of the software of
the external memory can be determined reliably by a
simple arrangement of duplicate digital processing de-
vices added to the main unit and the external memory.
respectively.

These objects and other objects, features, aspects and
advantages of the present invention will become more
apparent from the following detailed description of the
embodiments of the present invention when taken in
conjunction with accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 s a perspective view showing one example of
a video game machine as one embodiment of an infor-
mation processing apparatus in accordance with the
present invention.

FI1G. 2 is a block diagram showing a circuit configu-
ration of this embodiment.

F1G. 3 is a block diagram showing a circuit configu-
ration of a lock device used in the systems of FIGS. 1
and 2.

FIG. 4 is a timing chart for explaining operation of
FIQ. 3 device.

FIG. 8 is a flow chart for explaining the basic opera-
tion of the embodiment shown in FIG. 2.

FIGS. 6, 6A, 6B are flow charts for explaining opera-
tion of FIG. 2 in further detail.

FIGS. 7, TA, 7B are flow charts for explaining an
alternative operation of a modified embodiment of FI1G.

FIG. 8 is a perspective view showing another exam-
ple of a video game machine as another embodiment of
an information processing apparatus in accordance with
the present invention.

F1G. 9 is an illustrative view showing one example of
a floppy disk used for the FIG. 8 embodiment.

FIG. 10 is an illustrative view showing one example
of an apparatus for reading data stored on the floppy
disk of the F1G. 8 embodiment.

DESCRIPTION OF THE PREFERRED
EMBODIMENTS

FIQ. 1 is a perspective view showing one example of
a game machine as one embodiment of the information
processing apparatus in accordance with the present
invention. Hereinafter, a description of the present in-
vention is made with reference to the game machine
shown in FIG. 1. However, it is noted that the present
invention is applicable to a variety of information pro-
cessing apparatus such as a computer, word processor.
banking system or the like which employs an external
memory, for example, in the form of a cartridge, floppy
disk, card or the like.

A game machine 10 comprises a main processor unit
12, and user controllers 14a and 146 are connected to
this main unit 12. A cartridge 16 is loaded into the main
unit 12 as an external memory. As described in detail
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later, the cartridge 16 includes a ROM (Read Only
Memory) storing s program written for the game ma-
chine. The main unit 12 develops a video signal for the
game in response to signals from the controllers 142 ead
146 and according to the program contained in the
ROM of cartridge 16, and sends this video signal to a
television 18. The user watches the picture on the
screen of the television 18, operates the controllers 14a
and 14b as required, and thereby executes the game
programmed in the ROM cartridge 16.

In reference to FI1G. 2, a connector 20 is installed in
the game machine main unit 12, and this connector 20 is
engaged with a connector 22 of the cartridge 16, and
thereby the main unit 12 is connected electrically to the
ROM contained in cartridge 16.

A game microprocessor 24, for example, the inte-
grated circuit “Z80A" manufactured by Zilog, is
mounted on a printed circuit board (not shown) con-
tained in the main unit 12, and the above-described
controllers 14a and 146 and TV 18 are connected to this
microprocessor 24 through an interface 26.

A PPU (picture processing unit) 28, an active semi-
conductor device 30 (lock) for determining the authen-
ticity of the external ROM cartridge 16, and a clock
oscillator 32 are further included in the main unit 12.
The PPU 28 is composed, for example, of an integrated
circuit “2C03" manufactured by Nintendo Co. Ltd,
Kyoto, Japan, the assignee of the present application,
for outputting a video information signal processed by
the game microprocessor 24 as a television signal for the
TV 18.

The semiconductor device 30 (lock) is in this emboddi-
ment provided by a 4-bit microprocessor, for example,
the integrated circuit *10NES"” manufactured by Nin-
tendo. A like semiconductor device 34 (key) is mounted
on a support structure, such as the printed circuit board
(not shown), of the cartridge 16. A reset switch 36 is
connected to the reset terminal R of the semiconductor
device 30 (lock). A reset capacitor 38 is further con-

“nected to the reset terminal in parallel with the reset
switch 36. The reset capscitor 38 is charged when a
power switch 40 (F1G. 1) is turned on, thereby perform-
ing a so-called initial reset (power-on-clear) which
keeps the semiconductor device 30 in the reset state for
a predetermined time.

A ROM 42 for storing the game program (software)
and a ROM 44 for generating data defining characters
for the game video are mounted on the printed circuit
board of the cartridge 16. This printed circuit board of
the cartridge 16 is connected electrically to the printed
circuit board of the main unit 12 through the two con-
nectors 20 and 22 as described above.

A clock signal CL from the clock oscillator 32 is
applied to semiconductor device 30 (lock) and also to
the semiconductor device 34 (key) through connectors
20 and 22.

As shown in FIQ. 2, a predetermined terminal of the
semiconductor device 30 is grounded, while a predeter-
mined terminal of the semiconductor device 34 is con-
nected to a power source Vec. Thereby, these two
semiconductor devices 34 and 30 are differently condi-
tioned to assume the role of & key or a lock, respec-
tively.

In order that the two semiconductor devices 30 and
34 exchange data with esch other, the respectively
corresponding terminals I, O and R are connected to
each other through the connectors 20 and 22. Also, as
described above, the common clock Cl is applied to
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these two semiconductor devices 30 and 34 from the
clock oscillator 32. Accordingly, the two semiconduc-
tor devices 30 and 34 are operated so that the respective
periods and phases of operation are synchronized com-
pletely with each other.

Further detailed description is now made of the semi-
conductor device 30 in reference to FIG. 3. The semi-
conductor device 34 in the cartridge 16 has the same
construction as device 30, and therefore corresponding
numbers are shown in parenthesis to avoid duplicate
description.

As described above, the semiconductor devices 30
and 34 determined whether the cartridge 16 is authentic
or not. The functions of these two semiconductor de-
vices 30 and 34 can be compared to the relationship
between a lock and a key. Accordingly, in the following
description, the semiconductor device 30 is called a
lock device and the semiconductor device 34 is called a
key device. '

In reference to FIG. 3, the lock device 30 is com-
posed, for example, of a 4-bit microprocessor, compris-
ing a CPU 30a as a data processing means and a ROM
305 and RAM 3 as semiconductor memories. The
ROM 306 stores an operating program for the CPU 30a.
and two arithmetic routines are contained in this operat-
ing program. Thus, a plurality of formulas and data of
random numbers for arithmetic computation according
to such formulas are contained in one operating pro-
gram. The operating program also includes a program
routine for comparing the computation result of the
lock device 30 with the result computed by the key
device 3 and vice versa, and for determining whether
the results agree. The CPU 30a of lock device 30 func-
tions as a determining means when these comparison
and determination routines are executed.

Furthermore, a control program routine for control-
ling reset or release of reset of the main unit 12 based on
the results of the comparison and determination pro-
gram routines is contained in the operating program.

An accumulator 30d is connected to the CPU 30a. A
register 30¢ is connected to the ROM 304. This register
30e is for temporarily storing the program data accessed
from the ROM 306. Furthermore, a frequency divider
30/ for receiving the clock signal CL from the clock
oscillator 32 (FIG. 2) and dividing the frequency
thereof is installed in the lock device 30, and the ratio of
frequency division of the frequency divider 30f is set,
for example, to §. The CPU 30a cxecutes sequential
program steps in response to signals of respective pha-
ses 1, $2, $3 and d4 from the frequency divider 30/

The CPU 30q, the accumulator 304 and the register
30¢ are connected by a data bus 30g. This data bus 30g
is connected to an 1/O port 304, data is outputted from
the 170 port 304 to the key device 34, and data from the
key device 34 is received through the [/0 port 304
Purthermore, two reset signals RESET 1 and RESET 2
are outputted from the 170 port 30h. The reset signal
RESET 1 is given to the key device 34 to reset it. The
reset signal RESET 2 Is given to the game microproces-
sor 24 and the PPU 28 which are contained in the main
unit 12 to reset them. In order to release the reset states
of the key device 34 and the main unit 12, these reset
signals RESET 1 and RESET 2 have only to assume
the opposite (inverse) state.

Next, & brief description is made on operation of the
frequency divider 30f in reference to FIG. 4. As de-
scribed above, the frequency divider 30f divides the
frequency of the clock CL from the clock oscillator 32


















